g‘,o,‘g snowflake’ G Informatica

TRANSFORM YOUR PUBLIC
SECTOR ORGANIZATION
WITH DATA MESH



CONTENTS

3
5
6
7

10
12
13

14

Introduction
The Snowflake approach to data mesh using Informatica
Critical data management considerations for data mesh

How Snowflake and Informatica capabilities come together to transform
data management in the public sector

Data products using Snowflake and Informatica
Snowflake and Informatica will boost your data mesh architecture
Summary

About Snowflake and Informatica



INTRODUCTION

Public sector organizations—from central government departments
to higher education institutions—need to evolve how they
leverage data.

Information sharing, automation, and artificial intelligence (Al)
are changing what’s possible, but legacy infrastructure and siloed
systems often can't facilitate a modern approach that maximizes
security, reduces cost, and increases data-driven thinking within
the organization. To maximize the benefits of new technologies
and get the most value from your data, you may need to upgrade
to a modern data architecture.

For organizations leveraging a modern data architecture, using a
data mesh approach to data management and democratization has
become a popular option. Data mesh is a decentralized approach
to data management that aims to improve agility by removing
organizational bottlenecks.

A data mesh treats data as a product
that’s owned by individual teams but
shareable across an organization.



More public sector organizations are now choosing data mesh as
their data philosophy. Data mesh is improving their data agility,
governance, and usability—while allowing their IT teams to make
incremental improvements over time.

With a data mesh approach, each department assumes
responsibility for its data and products while creating a secure
network for sharing data across the entire organization. As data
collaboration is critical to the data mesh approach, it’'s imperative
that your data architecture facilitates secure, governed, and simple
data collaboration.

€€ Datamesh is not about technology[...] but you
need the right technology to enable the data
product teams with a variety of capabilities.
Every domain and data product team doesn’t
have to reinvent the wheel and start from
scratch and build their data and analytics
platform. Similarly, we need to make it simple
for the data product teams. Without this, there
is no empowerment and no decentralization.”

—OMAR KHAWAJA,
Global Head BI,
Roche (2022)

A data mesh treats data as a product that's owned by individual
teams but shareable across an organization. It requires a flexible
data compute and storage platform, robust governance, and
shareability to work well. When you get it right, you gain a
comprehensive approach that automates data governance, quality,
and management processes. This means you can spend less time
managing your data and more time working with it to achieve your
departmental or organizational goals.

Snowflake provides a cloud-native data platform that is
governed, secure, and highly optimized for data collaboration.
Informatica complements this with data management capabilities
working natively within Snowflake to enhance the data product
developer experience. Powered by a rich, transparent, and self-
service governed data shopping experience—and supported by
Snowflake data collaboration and data exchange capabilities—the
combination of Snowflake and Informatica is an ideal foundation
for a holistic data mesh.

With Informatica and Snowflake, public sector organizations
can achieve greater agility while helping to reduce costs. They
can modernize their data management, enable self-service, and
increase operational efficiency to more rapidly innovate and
deliver a better service to internal and external users.

This paper discusses Snowflake and Informatica’s approach to

data mesh and describes some of the most critical data mesh
capabilities. It also outlines typical architecture options for
implementing a self-service data platform that supports distributed
domains in a way that helps public sector organizations solve their
most pressing data challenges.



THE SNOWFLAKE APPROACH TO
DATA MESH USING INFORMATICA

Snowflake’s approach to data mesh has
evolved through numerous client projects
and it defines the most important factors to
consider when creating a data mesh.

Treat data mesh as organizational change. Data
mesh is, first and foremost, an organizational
transformation. This transformation has many
non-technical implications but often also
requires IT architecture and technology changes.

Be pragmatic. Don’t aim to implement the
‘perfect” data mesh; address your specific pain
points and objectives. For example, polyglot
storage and multi-modal access are useful
concepts, but organizations should focus on their
specific requirements to maximize impact.

Start small and expand incrementally.

It's important to gradually progress along

the data mesh maturity curve over time. For
example, it's sensible to start with one or

two domains and data products to satisfy an
immediate need and then expand on the early
success to extend the mesh.

Be mindful of cost and complexity. It helps to
keep the set of tools in your self-service data
platform as small and as consistent as possible
across all domains while satisfying all critical
domain requirements.

Define incentives and success criteria early on.
This includes measurable KPIs for domains, data
products, the self-service data platform, and
governance controls.

Remember: there is no out-of-the-box

data mesh solution. Snowflake's extensive
partner network enables joint solutions that
meet your requirements. That's where the
Snowflake and Informatica partnership delivers
so much value—particularly for data governance
and management.



CRITICAL DATA MANAGEMENT
CONSIDERATIONS FOR DATA MESH

As well as organizational change, there are also
technical considerations to follow, including:

trust, framework, reusability, performance,
and automation.

Trustworthy data products come from analyzing
and understanding the detailed governance
framework. If you can identify the owners of
data products and domains, processes, and
policies, people will more likely trust them. And
you can scale the trust from a few products

to thousands, and even millions, of enterprise-
scale data products.

The right framework must enable business
metadata, technical metadata (schema
metadata and metadata lineage), and
operational metadata (data quality results)
to work together seamlessly. This helps data
stewards focus on creating, managing, and
promoting their data products.

Reusability provides huge value in a data mesh.
It's essential for domains to avoid reinventing
the wheel and use a set of standard libraries,
templates, and data management modules,
which can then be further localized and
extended as needed.

Exceptional performance of data systems is a
vital part of a successful data mesh. By using
cloud-native capabilities, you can ensure
your organization can federate and execute
in a hybrid multi-cloud setup. This is where
the compute and storage capabilities of the
underlying infrastructure are essential—

and where Snowflake’s Data Cloud delivers
significant value.

Automation tools that help you provide the
right user experience, recommendations, and
insights. Automating crucial patterns is
critical for adoption, scalability, and cross-
domain collaboration.

Data access management becomes crucial

as a data mesh grows and more users get
onboard. It’s important to leverage policy-
based data access controls that can scale across
infrastructure, applications, and data storage
and compute patterns to offer auditing and
understanding of consumption and access
patterns for data products.

Insights and observability enable data consumers
to understand usage and data contract patterns,
and data producers to leverage insights on their
consumers’ access patterns. All this is powered
by metadata and policy-based data access
management with a self-service marketplace

by Informatica.



MANAGEMENT IN THE PUBLIC SECTOR

Public sector organizations face several data
challenges like legacy infrastructure and siloed
operations. No one platform or solution can
solve them all. But together, Snowflake and
Informatica offer solutions to many of the
most common data management, storage,
processing, and privacy obstacles across the
public sector. Many of these challenges can
be overcome by deploying secure data sharing
across departments with a decentralized data
mesh approach.

Some of the most common reasons for public sector
organizations to choose Snowflake include the
platform’s ease of use and its near-zero maintenance
requirements. The Data Cloud delivers unrivaled
governance, ease of use, and compute power—and
Informatica works together with Snowflake to deliver
enterprise-wide data governance controls. The
Informatica Data Management Cloud (IDMC) works
natively with Snowflake to enable, enforce, and scale
data access in a policy-driven fashion across public
sector organizations. It provides the right

data management process to collect, integrate,
clean, discover, share, and consume data in a
governed fashion.

Together, Snowflake and Informatica offer several
key capabilities that public sector organizations can
capitalize on to adopt a data mesh approach.

Snowflake offers a comprehensive data cloud
platform

Snowflake is an integrated data platform that offers
a broad range of capabilities for data engineering,
data lakes, data warehousing, data collaboration,
application development, and Al/ML capabilities.

In particular, users can build and automate data
transformation pipelines to turn diverse input data
into governed data products. Snowflake can easily
operate on common file formats in your cloud
storage buckets. Additionally, Snowflake supports
unstructured data, such as images, video, or other
binary formats. Data can be manipulated in the
Snowflake platform using SQL, Python, Scala, Java,
and JavaScript, or by invoking external functions to
manipulate data in Snowflake. Snowflake makes it
easy to build and deploy Al and ML applications.

Snowflake has built-in data-sharing and
marketplace capabilities

Data producers in Snowflake can share data, data
services, or applications with other accounts by
publishing through the Snowflake Marketplace
(“listing”) . Producers can use listing
discovery controls to privately share with other
accounts or publicly share via the Snowflake
Marketplace. Data producers can specify service
level agreements or service level objectives for the
data they share, such as the update frequency, the
amount of history, the temporal granularity, and
other properties that help describe the data

as a product.

Other teams can search for relevant data assets and
obtain or request access to producers’ data. Upon
approval, data consumers then gain live access to
the shared data, which remains under the producer’s
control, and the producer is free to customize
access policies or revoke access at any time. The
access to shared data does not require an ETL or
data movement process to be implemented by the
producer or consumer. Producers can share data
with third parties outside the company, even if those
parties are not active Snowflake users.


https://app.snowflake.com/marketplace?category=14

Snowflake offers a broad range of security and
governance features

Snowflake supports role-based access controls,
row-level access policies, column-level data masking,
external tokenization, data lineage, audit capabilities,
and more at the platform level.

With Snowflake, the definition of most governance
controls, such as tags, access policies, or masking
rules, can be defined separately from applying these
controls to data objects. This enables domain owners
to agree on common tags or policies across domains
while leaving their enforcement or extension to each
domain individually. Additionally, secure views and
data clean room functionality can be used for analysis
of sensitive data that could not be shared otherwise.

Informatica adds enterprise-wide data
governance and management capabilities

Informatica’s data management and governance
capabilities combine with the Snowflake platform to
enable security and data privacy controls across your
data mesh—providing fast access to trusted data and
insights by streamlining controls within Snowflake.

Informatica’s Cloud Data Governance and Catalog
enforces data governance policies across multiple
domains while allowing local flexibility. It automates
data access, sharing, and quality policies, improving
agility and consistency across domains with unique
business requirements. Customizable roles and
workflows help ensure stakeholders can create

and modify assets in compliance with data
governance principles.

With dedicated policy enforcement for Snowflake,
organizations gain a comprehensive range of security
and privacy controls to protect data inside the data
warehouse. Independent policy management gives
consistent control over multiple platforms and
applications at scale. And with its recent acquisition
of Privitar, Informatica offers even more advanced
and secure data access, data privacy, and policy
management capabilities.

Informatica provides Al-enabled automated
data discovery and classification

The Cloud Data Governance and Catalog delivers all-
in-one data discovery, data catalog, data governance,
data lineage, and access to trusted data—making it
easy to find relevant data assets and understand their
relationships. Thanks to Informatica’s CLAIRE® Al
copilot capabilities, domain teams can easily extract,
index, and classify metadata from distributed sources
into a centralized catalog. This catalog can serve as

a common metadata platform for data assets across
the data mesh. Automated data discovery also

allows domains to integrate, classify, and publish
their data assets independently. And it can control
domain visibility and accessibility while promoting
collaboration and reuse.

CLAIRE also makes it easier for data users to
discover, enrich, and curate sensitive data. It helps
centralized teams to relate associated data privacy
rules to data elements to simplify compliance with
regulations and policies.

Informatica enables you to trace data flows
across the data mesh

When it comes to data, transparency and
understanding are key. That's where automated data
lineage comes in. With Cloud Data Governance

and Catalog, data consumers can easily follow

data as it moves across domains and undergoes
transformations. This lets users quickly grasp each
data product’s origin, context, and transformation.

By exploring lineage graphs and identifying
dependencies, data consumers can evaluate the
impact of changes or updates on downstream data
products and systems—and effectively troubleshoot
and resolve issues.

Informatica empowers both business and
technical users alike with the generative Al-
powered capabilities of CLAIRE GPT

With the advent of Al and generative Al, the
Informatica CLAIRE Al/ML Engine enables data
products to be scaled and automated with more
intuitive experiences. Working in tandem with

the in-service experiences and automation
recommendations provided by CLAIRE’s Al copilot
capabilities, CLAIRE GPT empowers data producers
and data consumers to interact with the underlying
data products, scaling on a data mesh architecture.
This is achieved by leveraging the power of prompt-
based discovery and auto-generation capabilities.



Informatica enables cross-domain
collaboration to harness the collective
intelligence and expertise of distributed teams

Cloud Data Governance and Catalog facilitates
knowledge exchange between domains. This helps
avoid creating disconnected silos and duplicated
efforts. The solution also helps ensure that data
products produced locally meet centrally defined
standards, making products more easily consumable

and available across domain teams and through APlIs.

This also encourages users to share and reuse data
and governance policies across domains and helps
reduce redundancies.

Shared data governance templates, policies,
standards, and frameworks can serve as starting
points for individual domains and can be collectively
improved with learnings, best practices, and
knowledge exchange. By establishing agreements
and defining data exchange protocols, domains can
benefit from seamless data flows while respecting
data ownership and privacy concerns. Informatica
offers a platform for multiple entities to collaborate,
share knowledge, align practices, and collectively
govern the federated data ecosystem.

Informatica improves the performance and
reliability of data products

To help ensure that the data mesh is consistent,
different domains can set up rules, metrics, and limits
for data quality. By managing data quality centrally,
domain-specific metrics can match central data
quality standards. Data contracts and scorecards help
users understand how good their data is and how
best to use it.

Informatica Cloud Data Marketplace is the crucial
vehicle to achieve strong collaboration, transparency,
and adoption between data producers and
consumers. It enables you to publish data products
that meet central data quality standards and are easy
to find and use. This helps different domains come
together to orchestrate the data products lifecycle,
improve data quality, and share the responsibility

for maintaining quality—which makes the data mesh
better for everyone.

Informatica provides foundational master and
reference Data

A critical yet often overlooked aspect for data
products is core master and reference data. For
example, a complete citizen 360 enables further

data products for public sector organizations such

as citizen needs, sustainability metrics, and citizen
demographics. With a core master and reference data
foundation, federated business domains can avoid
working on siloed departmental views.

Informatica’'s Master Data Management (MDM) SaaS
solution provides an easy, accelerated approach

to collecting, cleansing, and mastering data via
Al-assisted matching and merging. It also helps
govern, build 360-degree views, and distribute and
orchestrate master and reference data across the
whole organization.



https://www.informatica.com/gb/enterprise-architecture/data-mesh-architecture.html

DATA PRODUCTS USING
SNOWFLAKE AND INFORMATICA

In a data mesh, each domain creates, maintains, A data product is the combination of data, code,

and owns one or more data products that quality, governance, and infrastructure dependencies.
are shared with other domains and data e Data: In Snowflake, the data of a data product can
consumers. Treating data as a product requires have various forms, such as tables, views, files, or
a product-oriented mindset that must become external tables that act as views over files outside

Snowflake. A single data product can consist of
multiple types of data objects. A typical practice
for domains is to use one schema per data product
to group the data objects, and optionally, also the
data products. code for each data product. Data producers can
model the data in whichever way is best suited to
satisfy the needs of the data consumers.

an organizational habit. At the same time,
domains need suitable self-service tools that
help them create and manage their own

e Code: The code of a data product includes the
pipelines and transformations that create and
refresh a data product. This can include Snowflake
Tasks, pipes, Streams, Stored Procedures, and
user-defined functions, all of which are Snowflake
objects that can be grouped in a schema per data
product. The code in these objects can be SQL,
Java, JavaScript, Scala, or Python and runs natively
on Snowflake. The code can also include policies
like role-based access control, dynamic data
masking policies, row-level access control policies,
secure views, object tagging, or code to classify or
anonymize/tokenize the data.




Quality: The quality of data dictates the quality
of data products. Informatica applies data quality
automatically with integrated data governance
and cataloging to help organizations transform
data with standardization, validation, enrichment,
and de-duplication—and deliver the most relevant
products for internal and external users.

Governance: Ensuring data is secure and
trusted—regardless of the domain or owner—is
vital to creating data products. Appropriate data
governance means organizations can trust the data
they’re using to create products, and customize

it to their specific needs. Informatica’s data
governance capabilities ensure data is consistent,
accurate, and reliable with unified cataloging,
governance, and quality, so organizations can get
the most value from it.

Infrastructure dependencies: A Snowflake task that
schedules and orchestrates the pipeline to refresh
a data product can specify a certain compute
cluster. This can be a dedicated compute resource
for just one data product or shared among multiple
data products. Either way, the cluster can be
suspended and resumed automatically to incur
costs only when it performs work. Also, clusters
can be scaled up and down in a self-service
manner. Tasks, pipes, and other operations can also
be serverless to reduce or remove the need for
explicit infrastructure dependencies.

Snowflake and Informatica support a variety of
input and output ports for data products. And their
collaboration and marketplace capabilities can also be

used to securely access and seamlessly distribute data,

data services, and applications across clouds without
requiring additional ETL pipelines or integrations—
orchestrating the end-to-end flow of data products.

Data products should also exhibit several important
properties. Table 1 lists some Snowflake capabilities
that can help you achieve these characteristics.

Scaling data products is also a critical component of
data mesh. This requires an end-to-end lifecycle of
designing, building, standardizing, and distributing
data products.

n



BOOST YOUR DATA MESH ARCHITECTURE

Adding Informatica and Snowflake capabilities
to your architecture will improve your data
mesh. The two platforms natively combine

to create a holistic solution for public sector
organizations and build a firm foundation for
your data mesh.

Cloud Data Marketplace

Informatica’s Cloud Data Marketplace
democratizes data for everyone. Using Snowflake
as a data delivery mechanism, it makes it easy for
users to find, understand, and access the data
they need.

Cloud Data Access Management

(formerly Privitar)

With Informatica’s Cloud Data Access
Management you can apply security and privacy
protection with policies that span your entire

data estate including your Snowflake architecture.

It builds collaborative workflows and policy-
based data privacy and access controls into data
operations to democratize the ethical and safe
use of data.

Cloud Data Governance and Catalog
Informatica’s Cloud Data Governance and
Catalog enables predictive data intelligence for
data and analytics governance. And with native
integrations with Snowflake, it enables users to
define and apply operational data governance
policies in Snowflake without writing a single
line of code.

Informatica Superpipe for Snowflake

Superpipe uses Snowflake’s Snowpipe streaming
breakthrough capabilities and Informatica’s Cloud
Data Integration and Engineering capabilities to
enable rapid access to critical enterprise data for
end users within Snowflake’s Data Cloud.

Cloud Data Integration-Free service (CDI-Free)
CDI-Free uses Informatica’s no-code offerings
to give Snowflake customers a fast, frictionless
experience for Al-powered data loading and
integration. It builds on Informatica Data Loader,
enabling you to ingest data at scale and perform
data transformations within Snowflake.

Enterprise Data Integrator (EDI)

EDI fosters a seamless and frictionless experience
for Snowflake customers to leverage the breadth
and depth of IDMC directly from the Snowflake
Platform and Marketplace. With EDI, you can
bi-directionally integrate data to and from
Snowflake’s Data Cloud with other key platforms,
such as Oracle, SAP, Google, Microsoft,

and Salesforce.

Informatica Cloud Data Integration support for
Apache Iceberg on Snowflake

This integration support enables you to load,
prepare, and store even the largest analytics
datasets into native and external Iceberg tables
on Snowflake using no-code data pipelines.

While your data mesh needs may take you beyond
the capabilities of Snowflake and Informatica, their
partnership will give you a solid base of storage,
compute, governance, quality, and access.

This will also put you in the best position to
overcome your data challenges and achieve your
organizational goals.

12



SUMMARY

Data mesh is not a silver bullet for every data
management and integration challenge. But

if you determine that data mesh is the right
approach for your organization, ensure you
focus on both the technical and non-technical
questions to ensure success.

Eventually, you'll need to design a self-service IT
architecture that can support distributed domains
and data products with federated governance.
Snowflake and Informatica can play that key role as an
easy-to-use self-service platform for domain teams.
Snowflake supports different architecture approaches
that allow companies to choose the desired degree

of decentralization and domain autonomy while
ensuring that domains remain interconnected and
interoperable. Informatica adds the data management
and governance you need for a truly successful data
mesh that meets the data security and privacy needs
of the public sector.

Using a combination of features from Snowflake and
Informatica offers organizations the ability to create a
scalable, executable, simple, governed, usable, flexible,
and successful data mesh.
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ABOUT SNOWFLAKE

Snowflake enables every organization to mobilize their data with Snowflake's Data Cloud. Customers use the Data Cloud to unite siloed data,
discover and securely share data, and execute diverse artificial intelligence (Al) / machine learning (ML) and analytic workloads. Wherever data or
users live, Snowflake delivers a single data experience that spans multiple clouds and geographies. Thousands of customers across many industries,

including 647 of the 2023 Forbes Global 2000 (G2K) as of October 31, 2023, use the Snowflake Data Cloud to power their businesses.

Learn more at snowflake.com

ABOUT INFORMATICA

Informatica (NYSE: INFA) brings data and Al to life by empowering businesses to realize the transformative power of their most critical assets.
When properly unlocked, data becomes a living and trusted resource that is democratized across your organization, turning chaos into clarity.
Through the Informatica Intelligent Data Management Cloud™, companies are breathing life into their data to drive bigger ideas, create improved
processes, and reduce costs. Powered by CLAIRE®, our Al engine, it's the only cloud dedicated to managing data of any type, pattern, complexity,
or workload across any location — all on a single platform.

Informatica. Where data and Al come to life.
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